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PART — |

1. Explain any five of the following questions. Each question carries 2 marks.
Answers should not exceed 50 words each.

(a)
(b}
(c)
(d)
(e)
(f)
(g)

World Wide Web
Decryption

Certifying Authorily
Privacy as a right

Cyber Extortion

Online money laundering

Copyright in cyberspace !
(5 = 2 = 10 Marks)

PART -1l

2. Answer any four of the following questions. Each carries 4 marks. Answers
should not exceed 120 words each.

(a)

Digital Forensics

(b} Met Neutrality

P.T.On



lc)

(d)

(€]

Pear-to-Peer file sharing
WIPO
Zippo Test

(4 x 4 = 16 Marks)
PART —

Answer any four of the following guestions. Each carries 6 marks.

(a)

(b

Ms. ¥ owns a small boutique called 'Eknama’ selling handcrafted jewellery
since 2004 in Trivandrum. Since 2009, she has expanded it to onlineg sales
as well after registering a trademark for the name, logo and label. Now she
is sent a notice by a fashion brand, extending across India, established in
2009, which wants to use the name 'Eknama’ asking her to desist from
using the name and label in online transactions. Advice Ms. Y.

Mr. Rajneesh received an email that appears to be from his bank, marked
as urgent. On clicking the link provided, it directed him to a look-alike, yet
fake version of his bank's website. He followed the instructions, but found
that his bank account had been completely cleared oul the next day. What is
the nature of the crime committed against Mr. Rajneesh? What remeadies

can he seek against his loss?

Mr. B clicked on an ‘| Agree' button on a website without reading the terms
and conditions contained therein. Is Mr. B bound by a mere click of a link to

the sald terms, if the terms of usage stipulate so?

Mr. D, an employee of a matrimonial web site Wdwedding.com, took
pictures of the applicants- male and female, morphed them and put it in
obscene sites. Discuss the liability of Mr. D as well as W4wedding.com.

Stareview is a website that aggregates videos and allows paying customers
to choose videos on a pay per view system. Mr. Ray, a cinema producer,
complained to the service provider that movies, copyright over which is held
by him, are being shown in this platform without any monetary benefits
being shared with him and without his consent. In spite of repeated
communications, Stareview refuses to take down said videos from their site.
Advice Mr. Ray as to possible remedies.

(4 x 6 = 24 Marks)
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FART — IV

Answer any three of the following questions. Each carrias 10 marks.

(a)

(B)

(c)

Define Cybercrimes, What are the different categories of cybercrimes? How
does Indian legal system respond to such cybercrimes? With the help of
relevant statutory provisions, substantiate your answer.

Explain the salient features of the UNCITRAL Model Law on Electronic
Commerce. How far has this model law influenced the mechanism for
regulation and facilitation of electronic commerce in the Information

Technology Act, 20007

What do you understand by Electranic evidence? Elucidate the pravisions of
the Information Technology Act that deals with relevancy and admissibility of

electronic evidence.

In your opinion is the Information Technology Act, 2000 adequate to deal
with the technological challenges faced by the law enforcement agencies as

well as individuals and industries in India?
(3 x 10 = 30 Marks)
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