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PART - |

Explain any five of the following. Each question carries 2 marks.

Answers should not exceed 50 words each.

1 (&)
(b)
(c)
(d)

(e)

(f)
(9)

Phishing -

Morphing

Exceptionalism theory of jurisprudence
Smart Contracts

Cyber stalking

Child pornography as a crime

ICANN.

(5 x 2 =10 Marks)
PART -1l

Answer any four of the following. Each question' carries 4 marks.

Ahswers should not exceed 120 words each.

=25 e

(b)

Cyber Forensics

Issues relating to taxation in the Internet

P.T.O.



()
(d)
(e)

Ethical Hacking
World Intellectual Property Organization
Encryption.

(4 x 4 = 16 Marks)
PART — IlI

Answer any four of the following. Each question carries 6 marks.

3.

(@)

(b)

()

(d)

Mr. A phones Mr. B and impersonating the bank manager from the branch

where Mr. B hold accounts, collects confidential financial data, which he
uses to transfer money from Mr. B’'s account to his own account. Identify the
crime committed by Mr. B. What is the remedy?

Mr. X, an Indian computer scientist, is a 'member of a terrorist organization.
He breaks the security details of a University website in India and puts up
anti-national slogans. Identify the crime committed by Mr. X and discuss his

- liability under the Information Technology Act, 2000.

While Mr. R is in the employment of company, he stole some important
computer files from the company and used it to launch his own rival
company. Is Mr. R guilty? Clarify. Discuss his liability.

Ms. A ahd Mr. B are parties to a contract whereby Mr. B shall host the
website of Ms. A’s exclusive online boutique. Mr. B has now secured access
to some records containing personal information clients of Ms. A and has

handed it over to some friends of his. Determine the scope of liability

attributable to Mr. B, as well as the legal consequences of his action.
The employee of a hospital in the private sector, Mr. X, was fired by the
management. In retaliation, he damaged the servers located in the hospital

and deleted all the information stored in electronic format. Advice the
hospital as to possible actions against Mr. X.

(4 x 6 = 24 Marks)
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PART — IV

Answer any three of the foil_owing. Each question carries 10 marks.

4. (a) Define electronic evidence. How has electronic evidence challenged the

()

(d)

traditional concept of evidence? Elucidate the statutory provisions that
online the applicability of electronic evidence. Substantiate the same with
the help of relevant case laws. :

“The potential for wide-ranging surveillance of all the cyber-activities of
individuals presents a serious threat to information privacy”. Clarify this
statement. What are the remedies to such threats to privacy in the
cyberspace? :

What -ére E-contracts? How are they ehtered into? Identify the unique legal
challenges presented by E-contracts.

Elaborate on the international regulatory framework of electronic commerce.
With special reference to relevant international instruments on the same,

substantiate your answer. ;
(3 x 10 = 30 Marks)
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